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Summary of changes V1.1 to V1.2 April 2021
1. Renaming of the file from MDD Technical Specification (downloading data)

Summary of changes V1.0 to V1.1 January 2021

2. Addition of a Domain Server Name (DNS)

3. Clarity that dependency on an Internet Protocol (IP) address is not advised
4. Confirmation that the MDD files will be auto deleted on the 8™ day

Disclaimer

“Whilst every effort has been made to ensure that the guidelines contained in the document are correct, Royal
Mail and any other party involved in the creation of the document HEREBY STATE that the document is provided
without warranty, either expressed or implied, of accuracy or fitness for purpose, AND HEREBY DISCLAIM any
liability, direct or indirect, for damages or loss relating to the use of the document. The document may be
modified, subject to developments in technology, changes to the standards, or new legal requirements.”
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Classified: RMG — Public



. . Issue: 26/04/2021
Royal Mail Mailmark® Effective: 10/12/2020

1. Introduction

1. Overview

Royal Mail has developed a solution whereby we will provide Mailmark® customers with
details of the performance of their mailings through direct data, known as Mailmark Direct
Data (MDD) via a secure file transfer.

Customers wishing to integrate this data into their [T systems can securely access item level
data sets in a variable length file, in a format known as CSV (Comma-Separated Variable
length) with a header record giving a name to each field.

Through the use of software, purchased or developed in-house, this data can be tailored to
provide performance detail at item level for all items listed on an eManifest.

2. Purpose

This document is to provide customers and interested parties guidance on:
- requesting Mailmark Direct Data
- accessing data securely
- the CSV data format structure

3. Intended Audience:
- Any customer who requires access to their Mailmark Data.
- Any provider who wishes to develop a software solution to re-purpose the raw data.
- Any Mailmark user.

4. Important clarifications

- This variable length (CSV) file output, with a header record giving a name to each
field, replaces current functionality whereby Mailmark users can access ‘exception’
level data and save, ready to view, using excel, csv or PDF.

- Item data will continue to be accessible at Supply Chain level and will show all items
mailed rather than those with potential issues on the ‘exception’ reports.

- Data will be transferred through automated access via SFTP systems (Secure File
Transfer Protocol).

.
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2. Onboarding process

The onboarding process requires the recipient of the Mailmark Direct Data transfer (MDD)
to request access from Royal Mail.

The process is as follows:

1. Request Access from Royal Mail
a. Mailmark Participant ID(s) andPartlopant Name(s)
b. Company / Business name
c. Contact details including name, email address, contact number, job title
d. Confirmation that the email address provided has been registered on

2. Royal Mail provides access details to Requestor
Royal Mail will action the request and send to the contact provided;
a. A unique User name.
b. A unique password which is formatted as: 9 characters long with letters (capital
and small caps), numbers and symbols, randomly sequenced.
c. A unique directory structure where the ZIP files will be available.

The Domain System Name (DNS) is: ftg.bdtg.royalmailgroup.com
This directory can only be accessed by the user and the structure is: /pub/1036/out.
The ZIP files are found in the folder “out”.

Note:

1. The DNS and IP are common across all customers

2. SFTP Password free connection is an option and not mandatory.

3. The set-up process can take 48 hours

4. Customers should only expect to use the DNS and not be reliant on the Internet Protocol (IP) address.
This is because Royal Mail will not change the DNS but may change the IP address in future.

[SSH keys are a matching set of cryptographic keys which can be used for authentication. The public key can be shared freely
without concern, while a private key is guarded and never exposed to anyone.

B,
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3. Accessing Mailmark Direct Data files

The data will be in a variable length file, in a format known as CSV (Comma-Separated Variable length)
with a header record giving a name to each field. It will be transmitted via SFTP. The file will need to be
retrieved by the user through;

a. Accessing the SFTP
b. Retrieving the file from the secure host server

c. Transferring the selected file(s) to the customer’s destination of choice

There are a number of opensource tools which can be used to retrieve the Mailmark Direct Data files from
the SFTP server.

Options include WinSCP and FileZilla for which, to support customers accessing MDD we have provided
some guidance below.

The MDD files will automatically be permanently deleted from the SFTP server on the 8™ day.

Please note: Royal Mail does not recommend one tool over the other and it is your responsibility to ensure
the chosen programme meets your company’s security policies.

WinSCP

o Establish connection

FileZilla

e Download the following link

PuttyGen

e Download the following link

e Download the following link

Detailed guidance on each option follows in the next section.
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1. Start WinSCP and the Log/n dialog box appears.

|l 3ed Party Desktop - Desktop Viewer
B WinSCP
Local Mark Files Commands Sescion Options Remote Help
BB & 3 synchonize B o [ '@ | (5 Queve - Transfer Settings Default - i
@ New Session
i C: 08Disk EE - (SRR =l D & [ FindFiles %
3@ A RoRSy |
C\Documents:
Name a Sze Type Changed Name = Size  Changed Rights Owner
Parern directory  04/11/2020 13:29: =
B Login =-1o
@ New Session
e protocol:
=T
tost rame: Pogtnumber:
ser rame: password:
Save  [v Advanced... |»
Tools Mange v Cose || e
0Bof0BinOef 0
Hot connected.

2. Add the connection details in the Log/n dialog box:
I Select SFTP in the File Protocolfield.

il. Type the DNS ftg.bdtg.royalmailgroup.com in the Hostnamefield.
il. Select Port Number: 22.

V. Type your customer E123456 in the Usernamefield.

V. Type your password in the Password field.
B Login =0 -
G New Site Session
File protocol:
SFTP W
Host name: Port number:
|xx.xx.xx.xx | | ey |
User name: Password:
[Fooooon | [s0assesnans |

| Tools

hd | | Manage

2 |

Advanced... |v

Login JV| | Close | | Help

3. Click the Save button. The Save session as site dialog box appears.

.
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4. Type a connection name, for example RM MDD Connection.
5. Optionally, navigate to the /pub/1036/out folder in the folder field.
6. You then have the option to Save password
a. Tick if you wish - (not recommended) option or,
b. Do not tick, if unticked the password will have to be typed every time.

Site name:
|RM MDD Connection

Folder:

| =None

[+] s3ve password {not recommended)
[ ] create desktop shortout

7. Click the OK button.
8. The connection details will be saved for future use without needing to repeat step 2.

[ 3rd Party Desktop - Desktop Viewer - o
B WinScP -|8] x
Local Mark Files Commands Session Options Remote Help
B &= B3 Synchronize B @ [ & | (5 Queue - Transfer Settings Default - i@
& MNew Session
L&, C: 0SDisk. @M. - BRAAE = | @@ cep - @ B @ @ | FindFiles |2y
pload = | [ Edit « 3 Properties | B9 [y § Download = | [ Eit = 3 ot Properties | B8 [ 1[#] i
&
Name = Size Type Changed Mame = Size  Changed Rights Owner
- Parent directory  04/11/2020 13:29:
ﬁNewﬂ:e Session
(& RM MDD Comnection| Ele protocol:

Hestname: Part number:

oo i el

User name: Password

[Ecoooon J ]

[ -

Ids ] [ tenwe v Blom ][ cwe [[ e |

0B of0Bin0of0
Not connected.

R
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9. Click the Login button.
A warning dialog box appears.
You will be requested to save the host key of the FTG Server during the first connection.

Warning _

Continue connecting to an unknown server and add its
" host key to a cache?

>
D

The server's host key was not found in the cache. You have no guarantee
that the server is the computer you think it is,

The server's ecdsa-sha2-nistp256 key fingerprint is:
ecdsa-sha2-nistp256 256 3b:20:0d:eb:b7:64:20:60:25:24:bd:8f:eT:bes 11:d4

If you trust this host, press Yes. To connect without adding host key to the
cache, press Mo. To abanden the connection press Cancel.

Yes | | No | | Cancel | | Copy Key | | Help

10.You have choice of storing the key
a. Click the Yes button to accept and store the key, or,
b. Click the No button to accept without storing the key.
If you select No, you will be shown this dialog box every time the connection is established.

An Authentication Banner dialog box appears.
Authentication Banner - RM MDD Connection -

SECURITY MOTICE A

IUse of this system, its equipment, and resources is monitored at all
times. All programs and information held on this system are private
and

confidential to Atos, and are only lawfully available to authorised
users for authorised purposes only.

It is a criminal offence to obtain unauthorised access to any program
or information within this system and/or to make any unauthorised
modifications whatsoever to the contents of this computer system.
If you are not an authorised user you are violating the regulations of
this system and can, and will be prosecuted to the full extent of the
law. Please disconnect immediately.

Mever show this banner again Continue | | Help

11. Tick the Never show this banner again box.
12. Click the Continue button.
You will then see a main window area split into two sections.
on the right, the server you have connected to;
on the left, your own computer’s hard drive.

B,
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[ 300 Pty Desitop - Desktop Viewes

Local Mark Files Commands Session Options Remote Heip
BB & 3 Smchrorize | B g (] [ |G Cweve + | Transfer Settings Defauit .

& P MDD Connection ﬁ‘ms..... |

I, o osDisk “!m o mfﬂmz”ﬂ:. LV <mot> B e - )@ B FindFiles | T
2 - it = o ves | B [y i HLT 2= _._x. ' T t“*..aE i
o
Size | Type Changed Mame  * Sze Changed Rights Crwmier
Parent directory D411,2020 13:2620 &= . 04111,/2020 10:24 50 PErEr a
& pubr 0411,2020 10:2:8 20 PWEW- 6
1
'@ RMMDD Connection |G New Session [ b/ <rost> B - 6 Q2 D FindFiles |2,
i C: OSDisk Bl e BREQE | % & Download ~ | [ Edt ~ 3¢ o (5 Properties |BF (& I = &
pload ~ F Edit - K 4 Properties a’ Eﬁ - ’
o | [ ] e e [oue
Naie Y Size | Type Changed % - 04/11/2020 10:24:50 PO -XF-X 0
a0 Parent directory  04/11/2020 13:29:20 . pub BVIVAER ke P D
0B of08inDofD 0BofDBnDof1
R sws i ooen

13. Navigate to the folder in your own computer (left pane) where you wish to download the file to.
14. Navigate to /pub/1036/out directory on the remote server where the MDD’s files are stored.
Click on the folder icons.

[ 300 Pasty Deshicg - Desktop Viewer w5 " x

Local Mark Files Commands Session Options Remate Help

[ &= 3 synchrorice | B P [F] (4 |[5 Quese ¢ TransterSettings Default -1~
| @ MDD Connection ﬁ‘m.s.u.e |
 faC 0Dk - e BEME Lot AW e EERE Qb %
| [ e - ol operties | 26 (g | Download - (1" Edit - 3 oy Lis Propenies £ [y "3 =] &
Meme  * Siee | Type Changed Marne. Size | Changed Rights Ovmar
- Parent dirsstery TR ThaR A0 T T 326

l,t wcumm«, Lingttern 021010212033 | 511,710KE  12/10/2000 08:04:58 rwenwerw- 302

3 ot EE *- - RN QFAndAls
(@ Download « | [ Edit » 3 5 [ Properties 4 (i ' (¥ (5] ¥)

Name Size Changed Rights
$ - 04/11/2020 10:30:24 PWXTWS - -
ILMWCMMG’ Lmdtu'n}ﬂzwwﬁm.m} | S11.,719KB  13/10/2020 08:04:58 W-rw-n

SFTP-3 Al s

15. Highlight the file(s) to be downloaded.
16. Click the Download & Po*ieed =

B
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% Download file 'RMMDDcustomer_Lineltem_202101021203.zip' to local directory:
| : V| | Browse...

Transfer settings
Transfer type: Text

[ Transfer in background (add to transfer queus)

Transfer settings... |‘F|

[ ] Do not show this dialog box again

17. Navigate to/confirm the location in your computer’s hard drive where the file will be stored.
18. Click the OK button. A Jownloading dialog box appears; no action is required fromyou.

File: RMMDDcustomer_Lineltem_202101021203.zip

Target: C:'\Documents,

Time left: 0:00:14  Time elapsed: 0:00:02
Bytes transferred:  78,945KB Speed: 29,369 KB/fs

x _ Q = @Unlimi‘ted

When the file(s) is/are downloaded the file(s) will be visible on the right pane of the screen.

[ 304 Party Desitop - Desktep Viewer - o b
“Local Mark [iles Commands Session Cpfions Remote Help
BB & B3 synchvenize B o | [ 0 |[SF Queve - Trenster Settings Default -
ﬁRM MDC Connection & New Sessicn
i, C: Ok EE e i BEQAS % s sEE s R B D Rnd il Fy
g Upload - | [ Edit - 3 ) [y Propeties 25 [ (E B i & Dovnioad - |[f Edit - ) Properies ga_g =
Heme Sze Type Changed | Name Size  Chenged Rights Cwner
- Parentdirectony  D4/11/2020 12:4237 &- 04/11/2020 10:30:24 wnwse. 128
ﬁmﬂcm Lineltem 202810102105.9. | 511.719KB  Compressed (Bpp.. 131072020 (8:0458 1 RMMVDDcustomer Lineltem_202101021203.p  5T.T19 KB 13/10/2020 (8:0458 et 303
i Jiout AR e - B @] [D FindFile | B
Fig Downicad ~ | [ Ede -~ ¢ o Prepertics | B [gg I 4]
| Name Size Changed Rights Owner
& - 04/11/2020 10:30:24 PwrwS-- - 16
& RMMDDcustomer_Lineltem_202101021203.2ip  511,719KB  13/10/2020 08:04:58 W TW-TW- 303
500 MB of 500 MBin 1of 1 0Bof D0MBin0of 1
@ 3 g eos

19. The MDD file download is complete.

B
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5. Accessing MDD - FileZilla

1. Start FileZilla.

[ 3rd Party Desktop - Desktop Viewer - O x

= FileZilla - |a
File Edit View Transfer Server Bookmarks Help

i - [FEPFI2»Bh&ERF N
Host: | || Usemame: | | password: | | pors| | [ Quickeonneet ||

Local site: | C:\Documentsh, v

) analysis_archive ~
m- )l Apps

- )0 AppsData
- |, Automation
Lol dediag

i ). Documents
G L fms-883-ut

Filesize ~Filetype Last modified  Permissions ~ Owner/Gro...

Filename Filesize Filetype Last modified Filename

Not connected to any server

Empty directory. Nt connected.

Server/Local file Direction Remote file Size Priority  Status

Queued files | Failed transfers | Successful transfers

Queue empty ee

2. Click the Site Manager button 1
The Site Manager dialog box appears.

Site Manager -
Select Entry: -
General |Advanced | Transfer Settings | Charset |
W My Sites _ )
FTP - File Transfer Protocol
Use explicit FTP over TLS if available
Anonymous
Ise
~
New Site | | Mew Eolder
Mew Bookmark Rename
-
Delete Duplicate
Connect oK | | Cancel
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3. Click the New Site button.
4. Add the connection details in the Login dialog box:
i.  On the right pane, Rename the site connection name to RM MDD Connection
ii. Type DNS ftg.bdtg.royalmailgroup.com in the Host field.
iii. Type 22 in the Portfield.
iv. Select SFTP - SSH File Transfer protocol in the Protocolfield.
v. Select the Normal option in the Logon Typefield.
vi. Type your customer number, for example E123456 in the Userfield.
vii. Type your Password in the Passwqra’ﬂeld.

Site Manager -

kel by General |Advanced | Transfer Settings | Charset |

My Sites
- : RM MDD Connection Host: | cocaociod | ot |22 |

Protocol: |Sl-—I'F' - 55H File Transfer Protocol V|
Logon Type: |N|:|rma| V|
User; | EQDOO0D |
Pazsword: | LTI |
Account:
Comments:

| NewSte || NewFolder | .

| Mew Bookmark | | Rename |

| Delete | | Duplicate | -

| Connect | | QK | | Cancel

4. Click the Connect button to proceed with the connection.
It will be required to save the host key of the FTG Server during the first connection.

5. You have the option whether or not to trust the host:
- To trust the host: Tick the Always trust this host, add this key to the cache box.

- If you wish to proceed without storing the key, do not tick the box
Unknown host key -

2% The server's host key is unknown. You have no guarantee that the server is
/.' the computer you think it is.

Details

Host: 10.106.52.63:22
Fingerprint: ecdsa-shad-nistpd36 3b:2%:9d:eb:b 7649692524 bd:3feT:bei 1 1:d4

Trust this host and carry on connecting?

oK | | Cancel

.

Classified: RMG — Public



. . Issue: 26/04/2021
Royal Mail Mailmark® Effective: 10/12/2020

6. Click the OK button.
The screenshot below shows the main window area split into two sections.
- on the right, the server you have connect to;
- on the left, your own computer’s hard drive.

T
B 3rd Party Desktop - Desitop Viewer

Eile Fdit Miew [Lrarafer Server Hookrmarks  Help

d-|[HECF m s Rk DA A

Host: | wsemame: | Passuord: | | port: Guickcomneet | 7]

Status: Retrieving directory listing of */puby 036" ..
Status: Listing directory /puby/1036

[5tatus: Directary ksting of *fpub/ 1036 successful
Status: Retrieving directery listing of */puby/1036/sut"...
Status: Listing directory /pub/ 1036 aut

Status: Directory bsting of */pub/1038/cut” cuccesstul

le| ¢fm

Local site: | C\Documents',
=il Deskicp Bk

¥| Documents

£ g This PC

g A

Food B

-l C:(0SDuk)

4 | SRECYCLERIN

Filename Filesize Filetype Last modified Filename

X.

e

=l Filetize  FRletype Last odified Permissions  Owner/Gio. .

pub Flefolder  D4/11/2000 10  drwsnasess 326303

Local site: | C\Documents\,

B Desktop Remotesite: | /
}| Documents 20 —

= (W This PC
oy A
oy B:
=iy C: (05Disk)
4 | SRECYCLEBIN T dectony
Filename * Filesize Filetype Last modified ! Filename

'
& pub File folder 0471172020 1.  drwxnws=-- 326303

£ Fiesze  Filetype lastmodified  Permissions  Owner/Gro.

| Queued fles | Faied tanafers | Sucessdultransien
{6 B Queve: empty e

7. Navigate to the folder in your own computer (left pane) where you wish to download the file
8. Navigate to /pub/1036/out directory on the remote server where the MDD’s files are stored.
Click on the folder icons.

I 304 Party Desitop - Desktop Vaewer
&l

File Edit View Transfer Sener Sookmarks Help
d-FERFle s pueEwen
Host: Usermame: Passyword: | Bort: | | Quickconnect =]
| Errs Directory listing of */pub/ 1035 successful -
Status: Retrieving directary fisting of */puby1036/out ..
Skt uis: Listing directory /pub,/ 1035/ out
Status: Directory fisting of "/pub/ 1036/0ut” successful
Statuis: Renaming */pub/ 1036/ cut/ RMMDD customer_Lineltem_202011041835 59’ to '/ pub/ | 036/ out/ RMMDDeusto me_Lineltern 202101021 203 rip" |=
Status: /by 1036/ 3ut/RMMDDcustsmer Lingtem 20201104123 5.2ip -> /puby 1036/out/ AMMDDcustorner Line‘tem 202101021203.5 v
Local site: | CADocuments!, v | Ramote site: | /pubs1 1364018 -
= i Desitop B ET Y i
- 1| Documents | el e
-7 This PC & [ e
ol X k
e B 2 out_trmp
= iy C [050isk)
w4 SRECYCLEBIN
Filename = Filesize  Filetype Last modidied Filenarme = Filaize | Fietype Last modified Permissions  Owner/Gro. .
o -
| RMMDDcustomes_Lineltem 202101021203.5p 524000000 Compresse~. 13/10/2020 08, -ne-rwerw- 303303
E—
# o B:
= e C: (OSDisk) Remote ste | /pub, 06 0wt
@ L SRECYCLEBIN o/
# ok ok
Filename ™ Filesize Filetype Last me =k w0
% - 2 cut e
Friename ki Filewce  Filetype Lmtmodified  Permisions  Ownen/Gro.
M-
Erngty directory. 1file. Toffl | i RMMDDcustomes Linettem 202010212005ip 524000000 Compreme.. 13020008 -te-rw-rw- 303 03
ServeriLacal file Drechon  Remaote file Sae Priordy  Stotus
Queued files | Faled bansfers | Successhul transfers |
ﬁ- Quewe: empty -

9. Double-click the file(s) to be downloaded. The file transfer process will begin.

B
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[ 3+d Pty Deskbop - Desitop Wiewer

File Edt Yiew Iransfer Sever Bockmmwks Help

AT e - e 0w e a
Host | Wsermame: | | Passsgoret | 2o [ | [ Quickcomest |[-]

| s Connecting to 10.106.5063...
(Status Connected to 10.106.5263
Statuis: Starting dewmload of / pub/ 1035 cut AMMDD< ustorer_Linatiem 202101021203 2ip
Status Ratrieving directory listing of /by 360wt .
Status Listing directary /pub/ 1036 out
fstatus remates/ pubd1036/cut/RMMDDc ustomer_Linelberm_202101021203.5p = > locabCi Documentst AMMD Deustamer_Linelter_202101021203 5ip =
Local site: | C\Documents? Remote site: | (pub/ 1036/out -
= [ Desitop e/

1| Degurrents 1 = pub

o8 ThicPC =-de 036

oy A Lk out

H-oh B LI out_tmp

-y C: (05Disk)

-l SAECYCLEBIN

Filename = Filesize  Filetype: Last madified Filename Filesize ~ Filetype L
- «

B

Filesize Filetype Last modified Permissicns  Ownen/Gro...
Emepty directary.

Server/Local file Direction  Remote file Sire Priority  Status
L sfpei E000000G/10.106:52.63

CADocument RMMDDcy.., <<= #puby'1 038/ cut/ AMMDDcusto. .. 524000000 Normal  Transferring

DO elopsed D001 Imft 155,207,552 bytes (37.1 Mi/5)

| Quened fies (1) | Faied iraies | Succesdi waries |

B Que EME | B8

10. When the transfer is completed, the file is available on the local customer hard drive.
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6. Unzipping a File

1. Start 7-Zip.

@ cUsers\Publiel
File Edt View Favorites Tools Help

N T

Add Edract Test Copy Move Delete Info

T )l C\Users\Publicy -
Name Size Modified Created Accessed Attributes Packed Size  Comment
Voesktop | 2020-05-161031  2009-07-14 0320 2020-05-16 10:31 RHD 0
Documents 2018-06-0114:54 2009-07-14 03:20 2018-06-01 14:54 RD 0
Downloads 2016-05-2716:07 2000-07-1403:20  2016-05-27 16:07 RD 0
| Favorites 2009-07-140234  2000-07-14 03:20  2016-06-30 20:16 RHD 0
| Libraries 201405282108 2009-07-1403:20 2014-05-28 21:08 RHD 0
Music 2009-07-1404:54  2009-07-14 03:20 2016-06-30 20:16 RD 0
Pictures 2009-07-1404:54  2000-07-1403:20  2016-06-30 20:16 RD 0
| Recorded TV 2009-07-140745  2000-07-14 07:45  2016-06-30 20:16 RD 0
| Videos 2009-07-1404:54  2009-07-1403:20 2016-06-30 20:16 RD 0
4 desktop.ini 174 2009-07-1404:54 2009-07-14 04:54 2009-07-14 04:54 HSA 174
1 obiectis) selected 0 0 2020-05-16 10:31

2. Navigate to the folder where you download the file to, in this example C:\user\Public\Downloads.

[ ¢\Users\Public\Down
Fic Edit View Favorites Tools Help

e =

Add Edract Test Copy Move Delete Info

: C:\Users\Public\Downloads\ -
Name Size  Modified Created Accessed Attributes Packed Size Comment
1, Lineitem-RM_Customer-2020-01-02-103500.7ip | 182 2020-11-111230 2000-11-1112:30 2020-11-1112:30 A 182

0 object(s) selected

3. Click the file to extract.
4. Click the Extract button. The file will be extracted to the same folder it is currently.
The file doesn’t have a password, so none is required.
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T

Bxtract ta:

MMUsers'\PublictDownloads' Linetem-RM_Customer-2020-01-02-105500" 14 D

Path mode: Password
[ Full pathnames - ]

Crverwrte mode: [] Show Password

[M{ before overwrite

5. Navigate to a new folder location if you wish to; or alternatively

6. Click the OK button to extract the csv file. The file is extract into a new folder with the same file as the
file.

File Edit View Favorites Tools Help

N L

Add  Extract Test Copy Move Delete Info

¥ | | C\Users\Public\Downloads\,

Mame Size Modified Created Accessed Attributes Packed 5ize  Comment
1. Lineitem-RM_Customer-2020-01-02-105500 2020-11-1112:35 2020-11-1112:35 2020-11-1112:35 D 0
@ Lineitern-RM_Customer-2020-01-02-105500 zip 182 2020-11-1112:30 2020-11-1112:30 2020-11-11 12:30 A 182

1 object(s) selected 182 182 2020-11-1112:30

The file is now ready to be processed.

B
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7. Adding Public Key - WinSCP

1. Start WinSCP and the Log/n dialog box appears.

[ 3rd Party Desktop - Desktop Viewer - m}
B WinSCP =@ x
Local Mark Files Commands Session Options Remote Help
[ &2 53 synchronize Bl o [ -4 S Queue - Transfer Settings Default - -
G MNew Session
i, C: 0SDisk -EE i - R % =1 N & K FindFiles | T
£ (& £ (& ¥
C:\Documents
Name  * Size Type Changed H Name Size  Changed Rights Owner
. Parent directo 04/11/2020 13:29:2] , -
4 v B Login =3[,
Gif New Site Session
[ RM MDD Connection File protocol:
Host name: Port number:
[roc0c 0 300 I 2]
User name: Passnord:
[Eoo000

|

Toos |

| Manage ¥ ‘ 5] Loan \vll Close H

Help

0Bof 0Bin0of0

Not connected.

2. Highlight the KM MDD Connection on the left pane.
3. Click the Edit button. The advance button is now activated.

B

Lolgljin == -

Session

G New Site
[ RM MDD Connection File protocol:

[sFe

Host name: Port number:
|xx.xx.xx.xx | | 225 |

W

User name:

Password:
[Eooonao

| Save |V| | Cancel | | Advanced... |v|

Tools

Ylanage

.
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Environment Server environment

- Directories End-ofine characters {if not indicated by server): LF v

LITF-8 encoding for filenames: Auto W

Time zone offset: hours minutes

Detect automatically

[ Trim ¥MS version numbers

Key exchange Daylight saving time
-+ Authentication

(®) Adjust remote timestamp to local conventions
() Adjust remote timestamp with DST

() Preserye remote timestamp

5. Click the Authentication option on the left pane.
The list of settings on the right side of the dialog box will change.

Environment [|Bypass authentication entirely
Directories
i Recyde bin
. SFTP [w] Attempt authentication using Pageant
i Shell [w] Attempt 'keyboard-interactive' authentication

Cpnnectinn
Proxy
‘e Tunnel [ | Attempt TIS or CryptoCard authentication {(S5H-1)

S_SH
Key exdlﬁnf;e Authentication parameters

[] Allow agent forwarding

Private key file:

Authentication options

[w] Respond with password to the first prompt

GSSAPI
[ | attempt GSSAPI authentication

[ ] allow GSSAPI credential delegation
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6. Clickthe Browse L1 button. The Select private key file dialog box appears.

{(31 - 4 |j. ¥ ThisPC » 0SDisk (C:) » Documents W G| | Search Documents

Organize *  Mew folder ES
] £3 -
¢ Favorites L~ MName Date modified Type
Bl Deskiop | || E0DODOD Private key.ppk 11/11/2020 13:22 PPK File
g Downloads

5l Recent places

1M This PC
e Desktop
| Documents
gt Downloads
W Music
= Pictures
B Videos
i, 0SDisk (C)

= New Volume (D: Z| < I

>

File name: | EDDDDOD Private key.ppk v | | PuTTY Private Key Files (*.ppk) |

| Open | | Cancel |

7. Highlight the public Key file. See how to generate a Public Key section.
8. Click the Open button. The Select private key file dialog box closes.

[ 3rd Party Desktop - Desktop Viewer - m}
B WinsCP —|m
‘Local Mark Files Commands Session Options Remote Help
] B2 E3 Synchronize i- & i@ 1 |5 Queue - ! Transfer Settings Default -
¥ Mew Session
ity C ODisk B e BERE % S i @ & | [ Find files | By
TEH Upload - | [ Edit - 3¢ o) [y Properties | B8 [ ¢ ] £ [ Download - | [ Edit ~ % =4 [ Pro BRaiEEM
C:\Documents
Mome  * Size Type Changed Name % Size Changed Rights Duwner
& - Parent directory  (4/11/2020 13:29;
G New Sit= Session
e protocol:
Host name: Port number:
e I =)
User name: Password
[Foo0000 [[seesessesrsasaes
ok~ [ henge [Ewen ][ ame |[ e
0BOfOBINDofD
Not connected.

9. Click the Login button, to proceed with the connection.

B
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. Adding a Public Key - F

1. Start FileZilla.

[l 2rd Party Desktop - Desktop Viewer
FileZilla

File Edit View Transfer Sever Bookmarks Help
4 - 2yrRgFIATN
Hos | | ] | passwors| | pors [ [[cuickomneat 5]
v
Local site: | C:\Documentst
analysis_archive ~
&y Apps
- |, AppsData
#- | Autemation
dediag
. Documents
o 0 fms-863-ut ~
Filename - Filesize _Filetype Last modified Filename - Filesize Filetype Lastmodified  Permissions  Owner/Gro...
Mot connected to any server
Empty directory. Not connected.
Server/Local file Direction Remote file Size Prioity  Status
Queued files | Failed transfers | Successful transfers
H Queue: empty oo

2. Click the Edit Menu.

[ 2rd Party Desktop - Desktop Viewer

FileZilla alix

File View Transfer Server Bookmarks Help

Network configuration wizard... P|E

Clear private data

| port :l | Quickeonnect H"

Settings. -
o
Local site: | C:\Documents\ v
w |1 analysis_archive ~
&4 Apps
- | AppsData
Automation
dediag
Documents
w1 fms-863-ut ~
Filename - Filesize Filetype Last modified Filename - Filesize Filetype Last modified  Permissions  Owner/Gro...
Not connected to any server
Empty directory. Mot connected.
Server/Local file Direction Remote file Size Priority Status

Queued files | Failed transfers | Successful transfers
B Queus: empty e
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Select page:

- FTP
Active mode
‘... Passive mode

-~ Generic proxy
=J- Transfers

- File Types

- File exists action
= Interface

- Themes

- Dateftime format
.. Filesize format
- File lists

- Language

[=- File editing

Filetype associations

OK

Select page:

[=l- Connection
=-FTP
Active mode

- Generic proxy

= Transfers

- File Types

- File exists action
= Interface

.. Themes

- Date/time format
.. Filesize format

- File lists

- Language

[=- File editing

: Filetype associations

oK

Classified: RMG — Public

Overview

For more detailed information about what these options do, please run the network
configuration wizard.

Run configuration wizard now... |

Timeout
Timeout in seconds: (10-9999, 0 to disable)

If no data is sent or received during an operation for longer than the specified time, the
connection will be closed and Filefilla will try to reconnect.

Reconnection settings

Maximum number of retries: (0-99)
Delay between failed login attempts: (0-999 seconds)

Please note that some servers might ban you if you try to reconnect too often or in too
short intervals.

Public Key Authentication

To support public key authentication, FileZilla needs to know the private keys to use,
Private keys:

Filenarme Comment Data

[<] m

Add keyfile... || Remaove key ‘

Alternatively you can use the Pageant tocl from PuTTY to manage your keys, Filefilla
does recognize Pageant.

| Other SFTP options

| [ ] Enable compression
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5. Click the Add keyfile button. The option on the right pane changes.

© = |l » ThisPC » OSDisk (C) » key v & | [ searchkey

Organize +  Mew folder

BB Desktop A1 Mame Date modified Type
|l Downloads —
"5l Recent places

| _| Private_key_e00D00O.ppk 11/11/202013:30  PPK File

1% This PC
_H Desktop
_EI Documents
j Downloads
W Music
| £ Pictures
B Videos
=, 0SDisk (C:)

—a Mew Volume (D:

v][<]

File name: | Private_key_e000000.ppk v| [Anfites ¢

9. Highlight the public Key file. See how to generate a Public Key section.
10. Click the Open button. The Settings dialog box now lists the added public key.

Select page: Public Key Authentication

=- C_onnectiun | Tosupport public key authentication, FileZilla needs to know the private keys to use.

= I-‘:I'P Private keys:
i Bctive mode

Filename Comment Data

Passive mode
: Chkey\Private_key_e0000... rsa-key-202011... ssh-rsa 2048 70:f5:01:b&:41:fd: 56:e®aa:22:0

- (3ENEric proxy

=] Transfers

- File Types

- File exists action
= Interface

- Themes

- Date/time format
- Filesize format
File lists <] m
- Language
=- File editing
Filetype associations| | Alternatively you can use the Pageant tool from PuTTY te manage your keys, FileZilla
does recognize Pageant.

Add keyfile... H Remove key |

QK

| Other SFTP options

| []Enable compression

11. Click the OK button. The Settings dialog box closes and the key is saved.
B
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9. Generating a Public Key

We strongly advise you to contact your system administrator or IT support to complete this task.

1. Start PuttyGen.
2. Click the Generate button.

B2 PuTTY Key Generator ? by
File EKey Conversions Help

Key
Public key for pasting into OpenS5H authorized_keys file:

b32PGyqZ Bz IWbhte59qqgx 155V 235 Upy 3 5V4h Ko 1pgwBB 1 MITFm 3o 9F w ESre B ES
d K Dugfcn bsxn/EP Hy K8pv UdRFS Ttw S+ 59Bb Pnp vt Q4 30y TPL Yy 7+ 7F
rd7glx SGgdk Gyt 2acVR 1aZxik T 7orRIMHAZWr2Diw 2Ly 24npqCHgBx TEBP 1/G Lrsrd
B9aVIZ80v Dw VKo NNSRXNgl Uke 58+50dp/ 77scfsb /21 7n Bztm Demg 7gth KuFw==
saey-20201111

Key fingerprint: |55h-rsa 2048 cd:08:07:16:87. 794 .8f.99.37:5e.71.d1:17.37.96

Key comment: |rsa-|';e'_.'-2'|}2'|}'l 111

Key passphrase: |

Confim passphrase: |

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key

Farameters

Type of key to generate:
(® RSA O DsA (O ECDSA (_)Ed2551% (C)55H-1 (RSA)

Mumber of bits in a generated key:

3. Click the Save private key button. Navigate to where you would like to save the public key.
This key is not to be provided to anyone else.
4. Click the Save public key button. Navigate to where you would like to save the public key.

5. Send by email the public key to mailmark@royalmail.com

.
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