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Disclaimer

“Whilst every effort has been made to ensure that the guidelines contained in the document are correct, Royal
Mail and any other party involved in the creation of the document HEREBY STATE that the document is provided
without warranty, either expressed or implied, of accuracy or fitness for purpose, AND HEREBY DISCLAIM any
liability, direct or indirect, for damages or loss relating to the use of the document. The document may be
modified, subject to developments in technology, changes to the standards, or new legal requirements.”
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1. Introduction

1. Overview

Royal Mail has developed a solution whereby we will provide Mailmark® customers with
details of the performance of their mailings through direct data, known as Mailmark Direct
Data (MDD) via a secure file transfer.

Customers wishing to integrate this data into their IT systems can securely access item level
data sets in a variable length file, in a format known as CSV (Comma-Separated Variable
length) with a header record giving a name to each field.

Through the use of software, purchased or developed in-house, this data can be tailored to
provide performance detail at item level for all items listed on an eManifest.

2. Purpose

This document is to provide customers and interested parties guidance on:
- requesting Mailmark Direct Data
- accessing data securely
- the CSV data format structure

3. Intended Audience:
- Any customer who requires access to their Mailmark Data.
- Any provider who wishes to develop a software solution to re-purpose the raw data.
- Any Mailmark user.

4. Important clarifications

- This variable length (CSV) file output, with a header record giving a name to each
field, replaces current functionality whereby Mailmark users can access ‘exception’
level data and save, ready to view, using excel, csv or PDF.

- Item data will continue to be accessible at Supply Chain level and will show all items
mailed rather than those with potential issues on the ‘exception’ reports.

- Data will be transferred through automated access via SFTP systems (Secure File
Transfer Protocol).

- |
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2. Onboarding process

The onboarding process requires the recipient of the Mailmark Direct Data transfer (MDD)
to request access from Royal Mail.

The process is as follows:

1. Request Access from Royal Mail
Customer (Mailmark User) contacts mailmark@royalmail.com and provides;

a.

b.
C.
d

Mailmark Participant ID(s) and Participant Name(s)

Company / Business name

Contact details including name, email address, contact number, job title
Confirmation that the email address provided has been registered on
www.royalmail.com as a business user

If in the event of a customer wishing a password free connection, the SSH Publicf!
key must be provided to mailmark@royalmail.com

2. Royal Mail provides access details to Requestor
Royal Mail will action the request and send to the contact provided;

a.
b.

C.

A unique User name.

A unique password which is formatted as: 9 characters long with letters (capital
and small caps), numbers and symbols, randomly sequenced.

A unique directory structure where the ZIP files will be available.

This directory can only be accessed by the user.
The directory structure is: /pub/1036/out. The ZIP files are found in the folder “out”.

Note:

1. The DNS and IP are common across all customers
2. SFTP Password free connection is an option and not mandatory.
3. The set-up process can take 48 hours

[ SSH keys are a matching set of cryptographic keys which can be used for authentication. The public key can be shared freely
without concern, while a private key is guarded and never exposed to anyone.

o
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3. Accessing Mailmark Direct Data files

The data will be in a variable length file, in a format known as CSV (Comma-Separated Variable length)
with a header record giving a name to each field. It and will be transmitted via SFTP. The file will need to
be retrieved by the user through;

a. Accessing the SFTP
b. Retrieving the file from the secure host platform

c. Transferring the selected file(s) to the customer’s destination of choice

There are a number of opensource tools which can be used to retrieve the Mailmark Direct Data files from
the SFTP server.

Options include WinSCP and FileZilla for which, to support customers accessing MDD we have provided
some guidance below.

Please note: Royal Mail does not recommend one tool over the other and it is your responsibility to ensure
the chosen programme meets your company’s security policies.

WinSCP

e Establish connection
https://winscp.net/eng/docs/quide _connect

e Download the file

https://winscp.net/eng/docs/task download
FileZilla

e Download the following link

https://www.ostraining.com/blog/webdesign/filezilla-beginner/
PuttyGen

e Download the following link

https://www.ssh.com/ssh/putty/windows/puttygen
7-ZIP

¢ Download the following link
https://www.7-zip.ora/

Detailed guidance on each option follows in the next section.

B,
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4. Accessing MDD - WinSCP

1. Start WinSCP and the Login dialog box appears.

[ 3¢ Porty Desktop - Desktop Viewer = o %
B WinSCP [=]o] = |
Local Mark Files Commands Session Options Remote Help
FH & 63 syncheonize B F BF @ | () Queve - Transfer Settings Default -
& New Session
G 05DRk S - DN T & m @D 2 [ FindFiles | %,
~ar] = - R RSl |
CADocuments
Neme  * Size Type Changed Neme = Size Changed Rights Owner
e Parent direcory  04/11/2020 13:25: =E |
5 Login =[=
G ew ste Session
File protocol:
T Y
Host name: Port number:
User name: Bassword
Swe  |v Aduanced... |»
Tos v vz v Cose e
0Bof0Bin0ofD
Not connected.

2. Add the connection details in the Log/n dialog box:
I Select SFTP in the File Protocol field.
il. Type the IP address xx.xx.xx.xx in the Hostname field.
il. Select Port Number: 22.
V. Type your customer E123456 in the Username field.

V. Type your password in the Password field.
B Login == -
[ Mew Site Session
File protocal:
SFTP W
Host name: Part number:
|xx.xx.xx.xx | | 22 = |
User name: Password:
[E0oo00 | [sesvsenenee |

Advanced. .. |v

Tools - Manage - Login |v Close Help
|| L8 | ||

3. Click the Save button. The Save session as site dialog box appears.
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4. Type a connection name, for example RM MDD Connection.
5. Optionally, navigate to the /pub/1036/out folder in the folder field.
6. You then have the option to Save password
a. Tick if you wish - (not recommended) option or,
b. Do not tick, if unticked the password will have to be typed every time.

Site name:
|RM MDD Connection

Folder:

|§FIDFIE}

[w] 5ave paseword {not recommended)
[ ]create desktop shortout

7. Click the OK button.
8. The connection details will be saved for future use without needing to repeat step 2.

[l 31d Party Desktop - Desktop Viewer - u X
B WinSCP - o] x
Local Mark Files Commands Session Options Remote Help
MR & 63 synchronize Bl o [F @ [ Queue - Transfer Settings Default - i@
G New Session
&, C: OsDisk A - - BRAOLS S ] -1 [ - - [ B R @ D FindFiles | S
Upload - | [ Edit ~ 3¢ Properties | B [ @ Download = | [ Edit » 3 o Properties | B [ i i}
c
Name = Size  Type Changed Name = Size Changed Rights Owner
. Parent directory  04/11/2020 13:25:
[ New Site Session
(& R MDD Connection Efle protocol:
Host name: Port number:
[rrammnone 1] 2|
User name: Password:
B |[sesnee ]
Wos ] [ wewse v Boon [ ce= |[ we |
0Bof0Bin0of0
Not connected.

hl
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9. Click the Login button.
A warning dialog box appears.
You will be requested to save the host key of the FTG Server during the first connection.

Warning _

Continue connecting to an unknown server and add its
" host key to a cache?

._>

The server's host key was not found in the cache. You have no guarantee
that the server is the computer you think it is.

The server's ecdsa-sha2-nistp236 key fingerprint is:
ecdsa-shaZ-nistp236 256 3b:29:9d:ebib7:64:6%:6%:25:24:bd: 8f:eT:bex 1 1:d4

If you trust this host, press Yes, Te connect without adding host key to the
cache, press Mo, To abandon the connection press Cancel.

Yes | ‘ o | | Cancel | | Copy Key | | Help

=

10.You have choice of storing the key
a. Click the Yes button to accept and store the key, or,
b. Click the No button to accept without storing the key.
If you select No, you will be shown this dialog box every time the connection is established.

An Authentication Banner dialog box appears.
Authentication Banner - RM MDD Connection -

SECURITY MOTICE ~

Lise of this system, its equipment, and resources is monitored at all
times, All programs and information held on this system are private
and

confidential to Atos, and are anly lawfully available to authorised
users for authorised purposes anly.

Itis a criminal offence to obtain unauthorised access to any program
ar information within this system andfor to make any unauthorised
modifications whatsoever to the contents of this computer system.
If you are not an authorised user you are violating the regulations of
this system and can, and will be prosecuted to the full extent of the
law. Please disconnect immediately.

[w] Mever show this banner again Continue | | Help

11. Tick the Never show this banner again box.
12. Click the Continue button.
You will then see a main window area split into two sections.
on the right, the server you have connected to;
on the left, your own computer’s hard drive.

- |
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I 30d Party Desitop - Desktop Viewss - O X

Local Mark Files Commands Sessicn Dptions Bemate Help

(R & 3 Snchonize | @F [ (i (5 Oueve v Transfer Settings Defauk - -

'@ MDD Connestion ﬁ‘mm | N

i ©: 05Dk EE e~ BEADS % { <ot B - - RS D2 | B FindFilss | T

i Upload = | o Edit = 3 o operties | B [ £ = R d = | [ w9 o werties |29 [ P i

|cwocumerss . ' ' '

Meme  * sz Type Changed Mame  * Sze Changed Rights Owrer

i Parent directary D4/11/2020 13:30:20 & - 411720240 10:28 5 s a

b puls 40172020 1024 20 s 36

@ RM MDD Connection |G New Session | 7 <rocts cEBE - 60 Q2 [0 FindFies |2
i, C: OSDisk B -~ BRAL S # Download - | [ Edit =+ 3 o (5 Propetties (B8 [ IE =] M)

pload ~ * Edit - ¥ Properties | B} Eﬁ / /

e | |- s Gl s ome

Harme: Y Sita | Type Changed - - 04/11/2020 10:24:50 WO -3 -X 0
LL*' Pacert tirac 04/11/2020 13:28:20 1. pub 04/11/2020 10:24:20 AW -~ 326

0B cFOBinDCID 0Baf0Bin0ak

@ s 1] L]

13. Navigate to the folder in your own computer (left pane) where you wish to download the file to.
14. Navigate to /pub/1036/out directory on the remote server where the MDD’s files are stored.
Click on the folder icons.

[ 301 Pasty Deshtog - Desktop Viewer - o E %

Local Mark Files Commands Sessin Opbions Remate Help

EEQWW! | P [ @ | Owese = Transter Semtings Default - g~
| 724800 Connection [ ewsemen | - Lo H
i c 05Dk Eﬁﬂ«- > - a—;mmz= bt -EE e REDE R 5
- Edit - 3 e ""l_ﬂ ‘5 Download = [ Edit ~ 3 ) L5 Propenies 75 [ F = &
Meme  * Size Type Changed | Size Chamged Rights [a—
= Parent direstary 471172020 132820 41172020 1063024 raarws—- 326

li nnmmmm«, LRI | SNLTIOEE 131002000 080458 rw-ra- 303

e BD e - neoZBmen

[i# Download ~ [ Edit » K i [ Propetties £ [y [¥] ] ¥

Name Size Changed Rights
* - 04/11/2020 10:30:24 Wxrws- -
. L RMMDDcustomer_Lineitem_202101021203.zip! | 511,719KB  13/10/2020 08:04:58 W= W=

& s 0 oo

15. Highlight the file(s) to be downloaded.
16. Click the Download @Lw button. A Download dialog box appears.

hl
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Download file 'RMMDDcustomer_Lineltem_202101021203.zip' to local directory:

:: : V| | Browse...

Transfer settings
Transfer type: Text

[ ] Transfer in background (add to transfer queus)

| Transfer settings... I‘F|

[ ] Do not show this dialog box again

17. Navigate to/confirm the location in your computer’s hard drive where the file will be stored.
18. Click the OK button. A Downloading dialog box appears; no action is required from you.

File: RMMDDcustomer_LineTtem_202101021203. 7ip

Target:  C:\Documents),

Time left: 0:00:14 Time elapsed: 0:00:02
Bytes transferred:  78,945KB  Speed: 29,369 KB/s

o |
K L Q - @Unlimi‘ted

When the file(s) is/are downloaded the file(s) will be visible on the right pane of the screen.

B 300 Pary Desetop - Desktop Viewer - o %
Local Mark [iles {ommand: Gession Cplions Bemote Helo
&5 3 synchvonice B o [ @ |20 Queue - Transter Seitings Default LY. &
'E &M MDD Connzction & Mew Session
{0 OSDik sEE dmse EERE % ) et B s BR[O FndFiles | Py
Sl Upload - | [ Edit - 3§ o) Dy Properties B [y EEH & £ Downiosd - | [ Lt - 3 oA [l Properies B [§ S = B
Hame Sze | Type Changed Narne See  Chenged Rights Owner
- Parentcireciony  D4/11/2020 12:4237 - 0471172020 10:30:24 werwss. 126
Iuﬂﬁiﬂcm«m L@ EW'IUQIZQS.!E- S1.T19KE Compressed (3pp..  1310/2020 08:0458 1 VMDD customer Lindltem_202101021203.5p 511,719 KB 11/10/2020 (8:0453 nerw-rw- 303
i Jowt R e - DO & [ Findfiles |5
[ 8 Download - | [ Edit - $¢ o) [ Properties |EF [ I i)
 Name Size Changed Rights Owner
Q- 04/11/2020 10:30:24 marwe--- 326
JJ RMIVDDcustomer_Lineltem_202101021203.zip 511,719KB  13/10/2020 06:0:58 W-TwW-nw- 303
500 MB of 500 MBin 10f 1 0Bol S00MBin0of 1
& | s B 0313

19. The MDD file download is complete.

hl
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5. Accessing MDD - FileZilla

1. Start FileZilla.

[ 3rd Party Desktop - Desktap Viewer — ] X
] FileZilla -|@

File Edit View Transfer Server Bookmarks Help

i - [FEAF] e s ke AN

Host: | | Usemame: | | Password: | | Pors| | [ Quickeonnect | -]

Local site: | C\Documents\ v
~ 1 analysis_archive ~
s )0 Apps
- ) AppsData
#- |, Automation
dediag
Documents
. L fms-B63-ut A
Filename - Filesize _Filetype Last modified Filename - Filesize  Filetype Last modified  Permissions  Owner/Gro...
Mot connected to any server
Empty directory. Mot connected
Server/Local file Direction Remote file Size Priority  Status

Queued files | Failed transfers | Successful transfers

Queue: empty oo

2. Click the Site Manager button 1
The Site Manager dialog box appears.
It is necessary to add the connection details.

Site Manager -
Select Entry: =
General |Advanced | Transfer Settings | Charset |
B My Sites
FTP - File Transfer Protocol
Use explicit FTP over TLS if available
Anonymous
Is
A
Mew Site | | MNew Folder
Mew Bookmark Rename
~
Delete Duplicate
Connect OK | ‘ Cancel
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3. Click the New Site button.
4. Add the connection details in the Login dialog box:
i.  On the right pane, Rename the site connection name to RM MDD Connection
ii. Type xx.xx.xx.Xx in the Host field.
iii. Type 22 in the Portfield.
iv. Select SFTP - SSH File Transfer protocol in the Protocol field.
v. Select the Normal option in the Logon Type field.
vi. Type your customer number, for example E123456 in the Userfield.
vii. Type your Password in the Password field.

Site Manager -

ety General |Ad1.rar1ced | Transfer Settings | Charset |

My Sites
- ; RM MDD Connection Host: | cocioiod | Port|22 |

Protocol: |SI-—I'F' - 55H File Transfer Protocol V|
Logon Type: |N|:|rma| V|
User: | EQDDOOD |
Pazsword: | T IITIIIIIIL |
Account:
Comments:

| NewSite || NewFolder | .

| Mew Bookmark | | Rename |

| Delete | | Duplicate | -

| Connect | | (8] 4 | | Cancel

4. Click the Connect button to proceed with the connection.
It will be required to save the host key of the FTG Server during the first connection.

5. You have the option whether or not to trust the host:
- To trust the host: Tick the Always trust this host, add this key to the cache box.

- If you wish to proceed without storing the key, do not tick the box
Unknown host key -

& Theserver's host key is unknown. You have no guarantee that the serveris
/.' the computer you think it is.

Details
Huost: 10.106.52.63:22
Fingerprint: ecdsa-sha2-nistp256 3b:29:9d:eb:b7:64:69:60:25: 24:bd:8f:eT:bex11:dd

Trust this host and carry on connecting?
[w]iAlways trust this host, add this key to the cache

OK | | Cancel

B,
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6. Click the OK button.

The screenshot below shows the main window area split into two sections.
- on the right, the server you have connect to;
- on the left, your own computer’s hard drive.

[ 3rd Party Desketop - Deskbop Viewsr

O %

MDD Gornecon - 7 EOO0NOR 101065263 ez e L= lomm.

i | IE Bl sl i ‘T n

S | ] e I— 3

Status: Retiieving directory listing of */pub 1036 - ,.

Status: Listing directory /pub/1036

Status: Directory lsting of */pub/1036" successful

Status: Retiieving directery listing of */pub/ 1036/ cut”... =

Status: Listing directory /puby' 1036/ out =

Status: Directory listing ef */pub/1036/eut’ succesful =

Local site: | C3 Documents) [ Remote site:[

=i Deskiop Tl [0

| Documants
& (M This PC
SRECYCLEBIN
Fllename* Filesize  Filetyps Last modified Filename: = Flesize Filetype Last modified  Permissions  Cwier/ Gio..
) pub Flefolder  D411/200010.  drusews-—- 326303
Local site: | C\Documents)
- Desktoy e
€ g P Remotesite: | /
F| Documents ,‘—E—‘
= (M This PC i

4 A

-y B

= i C: (OSDisk)

+ SRECYCLE.BIN =
1 directory]
Filename * Filesize Filetype Last modified Filename & Flesize | Filetype Lestmodfied  Permissions  Owner/Gre.
L pub Filefolder  04/11/2020 1. drwxrws-— 326303
|| Queued files | Failed transfers | Successful transfers

i B Cueve: empty L1

7. Navigate to the folder in your own computer (left pane) where you wish to download the file

8. Navigate to /pub/1036/out directory on the remote server where the MDD’s files are stored.
Click on the folder icons.

| I 30 Party Desktop - Desktop Viewer

= o x
= RM MDD Cannection - fip//E000000@10.106.52.63 - FleZilla [= 1o N
| file Edie View Iransfer Sever Bookmarks Help
4 - [FEEFl s v P g Euen
I - - - ‘
Host: Usermame: Password: | Bont: |9ui:lmnmut "_-
Status: Disectory lsting of */pub/1036" successful A
Statuz Rewieving directory isting of */pu/ 1036/0ut"...
Shotus: Listing direckory /publ 1036/out
Statug Directory listing of "/pub/ 1036/0ut” successful
Status: Renaming */puby 1038/ out/RMMDD customer_Lineltem 2020114783529 o /pub/1036/oul/ RMMODcustomer_Lineltern_ 202101021203 rip" |
Status: /pub/ 1036/ out/RMMDDcustomer_Lineltem_202011041835.zip -» Jpub/ 1038/ out/ RMMDDcustomer_Lineitem_202101021203 50 v
Local site: | C:\Documents) we | Remete site: | /pubyt036/cut -
= il Deskiop "7_ =7
(| Documents 1| &4 po
-8 This PC g 1036
# ol & : [
+ g B % out_tmp
= e C [0SDisK)
w b SRECYCLEBIN
Filename: =3 Filesize ~ Filetype Last modified Filename b= Filesize  Filetype Lest modified Permissions  Owner/Gro...
& RMMDDcustomer_Linetem 2021010212035ip 524,000,000 Compresse. 13/10/200008.. -rwrwerw- 303 308
=
+ - B: =
- _—
= e C: (0SDisk) Remote site: | /pub/ 1036 out
+ SRECYCLE.BIN T
. -4 -k b
Filename Filesize Filetype Last m¢ vo3é
£ et e
Frlename kd Filesce Fietype Lt modified  Permissions  Owney/Gre.
Ernpty directory. 1 file. Taf | AMMDDcustomes Linetem 202101021200zip 524000000 Compreme.. 13/10/2000 0% r-reere- 300 303
Server/Local file Oinection  Remote File: Sac Prordy  Status

Queued files | Failed transfers | Successhul ransfers

¥4 ™ Quoue: empty e

9. Double-click the file(s) to be downloaded.
The file transfer process will begin.

hr‘
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[ 34 Party Deskiop - Desitop Viewer

File Edt View Transfer Server Bockmaks Help

Ad- TP 2inse midzn
Host | | sermame | | Posorc| | port:

[tatus Connecting to 10.106.50.63... 7
Statuc Conneoted to 10.106.5263
Statue Starting dewnload of /puby/ 1036/ cut/ AMMDDoustornar_Linattern_202101027203.2p
Statuz Astrioving directory listing of "/pub/ HI36/cut”™..
Status Listing directory /puby/1036/out
Jstatus nemotes/ pub/ 1036/ cut/RMMDDc ustomer, Lineltern 20210102 1203.55p => lacaliCh Documents, AMMD Deustamer_Lineltem_202 101021203 5ip
Local sites | ChDocuments!
E Il De=ktop

1 Decurnents

=8 Thig PC

Wl A

ol B

= C: (O5Disk)

- 0 SAECYCLEBIN il

Filename Filesize  Filetyme Last madified Filename Filesize  Filetype Lestmodfied  Permizsions  wner/Gra..
b :

M|

Rernote ste: | /puby/1036/cut

I»] <
N
e
~

Filename - Filesize Filetype Last modified Permissions  Owner/Gro...

[Emepty directory.

Server/Local file Direction  Remnote file Size Priority | Status
A sfepe/ ECODO0E10.106.52.63
ChDocumentf RMMODos., <<= /puby 1036 out AIMMDDcusto,.. 524000000 Wormal  Transferring

D0 clepred D001 Ieft 155,287,552 bytes (37.1 MBJx)

| Queued fles (1) | Faded trarafers | Successhl trarmfers |

A Quowe 0iME | B8

10. When the transfer is completed, the file is available on the local customer hard drive.
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6. Unzipping a File

1. Start 7-Zip.

C\Users\Public\

File Edit View Favorites Tools Help

N T

Add Edract Test Copy Move Delete Info

5] C:\Users\Public\ -
Name Size Modified Created Accessed Attributes Packed Size Comment
Joesktop | 202005161031 2009-07-140320 2020-05-1610:31 RHD 0
Documents 2018-06-01 14:54 2009-07-1403:20 2018-06-01 14:54 RD 0
Downloads 2016-05-27 16:07  2009-07-1403:20 2016-05-27 16:07 RD 0
Favorites 2009-07-14 02:34 2009-07-1403:20 2016-06-30 20:16 RHD 0
Libraries 2014-05-28 21:08 2009-07-1403:20 2014-05-28 21:08 RHD 0
Music 2009-07-14 0454 2000-07-14 03:20  2016-06-30 20:16 RD 0
Pictures 2009-07-14 0454 2000-07-14 03:20  2016-06-30 20:16 RD 0
Recorded TV 2009-07-14 0745 2009-07-14 07:45  2016-06-30 20:16 RD 0
Videos 2009-07-14 0454 2009-07-14 03:20  2016-06-30 20:16 RD 0
[+ desktopiini 174 2009-07-14 04:54 2009-07-14 04:54  2009-07-14 04:54 HsA 174
1 object(s) selected 0 0 2020-05-1610:31

2. Navigate to the folder where you download the file to, in this example C:\user\Public\Downloads.

C:\Users\Public\Do

File Edit View Favorites Tools Help

N

Add Edract Test Copy Move Delete Info

T C:\Users\Public\Downloads\. -
MName Size Modified Created Accessed Attributes Packed Size Comment
1 Lineitem-RWM_Customer-2020-01-03-105500 zip 182 2020-11-111230 2020-11-111230 2020-11-111230 A 182

0 object(s) selected

3. Click the file to extract.
4. Click the Extract button. The file will be extracted to the same folder it is currently.
The file doesn’t have a password, so none is required.
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BExtract to:

Issue:11/11/2020
Effective: 10/12/2020

Path mode:
[ Full pathnames - ]

Owvenwrite mode:
[Fv&k before overwrite v]

MUsers'\PublictDownloads'\Linetem-RM Customer-2020-01-02-105500" &4

Passwaord

[] Show Password

| |

5. Navigate to a new folder location if you wish to; or alternatively
6. Click the OK button to extarct the csv file. The file is extract into a new folder with the same file as the

file.

File Edit Wiew Favorites Tools Help

b om v o om X

Add  Extract Test Copy Move Delete Info

| CAUsers\Public\Downloads\
Name Size Modified Created Accessed Attributes Packed Size Comment
.. Lineitem-RM_Customer-2020-01-02-105500 2020-11-1112:35  2020-11-1112:35 2020-11-1112:35 D 0

A 182

£ Lineiterm-RM_Customer-2020-01-02-105500 zip 182 2020-11-1112:30 2020-11-1112:30 2020-11-1112:30

1 object(s) selected 182 182 2020-11-1112:30

The fle is now ready to be processed.

hﬁ

Classified: RMG — Public



Royal Mail Mailmark®

Issue:11/11/2020
Effective: 10/12/2020

7. Adding Public Key - WinSCP

1. Start WinSCP and the Login dialog box appears.

[ 3rd Party Desktop - Desktop Viewer

B

- O
WinSCP =-|g] %
Local Mark Files Commands Session Options Remote Help
BB &3 B3 synchronize Bl o | & 5 Queve - Transfer Settings Default i@
L New Session
1, C: 08Disk SEE e 2% 253 D @ & FindFiles |5
=R : & (m
C:\Documents
Name  * Size Type Changed H Mame = Size Changed Rights Owner
X - Parent directo 04/11/2020 13:29:2 ;
£ B Login = I:'-
G New Site Session
[l RM MDD Cornection File protocal:
Host name: Port number:
s | =
User name:

password:

[Foo0000

s 7| [ Herage  + [Bwon ][ oo [ Heb

OBof0Bin0of 0
Not connected.

2. Highligh the KM MDD Connection onteh left pane.
3. Click the Edit button. The advance button is now activated.

B

Login = | = -

|;£|5 Mew Site Session
[&d RM MDD Connection

Eile protocal:
[sFTe v

Host name: Port number:

|xx.xx.xx.xx | | 22 |

3

User name:

Password:
[Eooooao

| Save |V| | Cancel | | Advanced... |V|

e

£
o

it
0
m

.

Classified: RMG — Public



Royal Mail Mailmark® Erscive, 101372020

Environment Server environment

Directories End-ofdine characters {if not indicated by server):

UTF-8 encoding for filenames:

Time zone offset: hours

Detect automatically

[ Trim ¥MS version numbers

Key exchange Daylight saving time
Authentication

(® Adjust remote timestamp to local conventions
() Adjust remote timestamp with DST

[ Preserve remote timestamp

5. Click the Authentication option on the left pane.
The list of settings on the right side of the dialog box will change.

Environment [ ]1Bypass authentication entirely
i~ Directories
Recyde bin
i SFTP [/ Attempt authentication using Pageant
ShE"_ [+/] Attempt 'keyboard-interactive’ authentication

Connection
Proxy
= Turnel [ ] Attempt TIS or CryptoCard authentication (S5H-1)

S5H
Key E"dﬁ”QE Authentication parameters

[] Allow agent forwarding

Private key file:

Authentication options

[+] respond with password to the first prompt

GS5APT
[ ] Attempt GSSAPT authentication
[ ] Allow GSSAPI credential delegation
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Royal Mail Mailmark® Erscive, 101372020

-@ - 4 |J. ¥ ThisPC » OSDisk (C:) » Documents

Organize *+  Mew folder

-

‘i'}(' Favorites ]
Bl Desktop | || EDDDDOO Private key.ppk 11/11/2020 13:22 PPK File
& Downloads
5l Recent places

MName Date modified Type

(& This PC
e Desktop
| Documents
& Downloads
W Music
=] Pictures
B Videos
i, 0SDisk (C)
= Mew Volume (DY |1 ¢ | | >

File name: | EDODODD Private key.ppk v | | PuTTY Private Key Files (*.ppk)] + |

| Open | | Cancel |

7. Highlight the public Key file. See how to generate a Public Key section.
8. Click the Open button. The Select private key file dialog box closes.

[ 3rd Party Desktop - Desktop Viewer —

B WinSCP -|a x
“Local Mark Files Commands Session Options Remote Help
B & @ synchronize | B F [ (@@ [ Queue v Transfer Settings Defautt il
G New Session
£ &, C osDisk CERie--IBEEN2 % M=l I E Q@ B FindFies | By
Upload ~ | [ Edit = 3 ) [ig Properties |BF [ § {8 Download + | [ Edit = 3¢ o) [ Properties |25 (3 [
CADocuments
Neme  * Size Type Changed Name ~ * Size  Changed Rights Owner
X Parentdirectory  04/11/2020 13:29:
G Mew Site Session
e protocol;
Host name: Port number:
[ococoneon Il 2|
User name: Password:
|Fonoooa [[sossesesesesnses |
e ] [ - (B ) [om ] [0

0Bof0Bin0of 0
Not connected.

To proceed with the connection, simply click the Login button.

hl
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1

. Adding a Public Key - FileZi

1. Start FileZilla.

[ 3rd Party Desktop - Desktop Viewer

File Edit View Transfer Server Bookmarks Help

. S PrRkYEANTH

Host: | | username: | Password: | pot:[ | [ Quickcomnect |[~]

FileZilla

C\Documents\

. analysis_archive
Apps
AppsData
Automation
dediag
Documents.

w1 fms-863-ut e

Filename - Filesize _Filetype Last modified Filename -

Filesize Filetype Last modified  Permissions  Owner/Gro...

Mot connected to any server

Empty directory. Not connected.

Server/Local file Direction Remote file Size Priority  Status

Queued files | Failed transfers | Successful transfers

2. Click the Edit Menu.

Bh Queue: empty oo

[ 3rd Party Desktop - Desktop Viewer

FileZilla a [
View Transfer Server Bookmarks Help

File
Netwark configuration wizard... FEATN

= e [ [womeomea]

Settings.

Local site: | C:\Documentst,

| analysis_archive
w1 Apps
AppsData

. Automation
dediag
Documents
- L fms-863-ut d

Filename Filesize _Filetype Last modified Filename -

Filesize  Filetype Last modified  Permissions  Owner/Gro...

ot connected to any server

Empty directory.

Not connected.

Server/Local file Direction Remote file Size Priority  Status

Queued files | Failed transfers  Successful transfers

S Queue: empty e
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3. Click the Settings option from the drop-down menu. The Sett/ings dialog box appears.

Select page:

Owverview

B Connection

= FTP

Active mode
... Passive mode

- Generic proxy

[=J- Transfers

- File Types
.. File exists action

= Interface

- Themes

- Date/time format
.. Filesize format

- File lists

- Language
[=I- File editing
‘... Filetype associations y

For more detailed infermation about what these options do, please run the network
configuration wizard,

Run configuration wizard now... ‘

Timeout in seconds: (10-9999, 0 to disable)

If no data is sent or received during an cperation for lenger than the specified time, the
connection will be closed and FileZilla will try to reconnect.

Delay between failed login attempts: (0-999 seconds)

Please note that some servers might ban you if you try to reconnect too often or in too
short intervals.

Reconnection settings

Maximum number of retries:

oK

Select

page

Public Key Authentication

=l

[=- Connection
=-FTP

Active mode

- Generic proxy
ransfers

- File Types

- File exists action

= Interface

- Themes

... Date/time format
.. Filesize format

.. File lists

- Language
[=- File editing
.. Filetype associations o

To support public key authentication, FileZilla needs to know the private keys to use,
Private keys:

Filename Comment Data

[<] m

Add keyfile... | | Bemove key |

Alternatively you can use the Pageant tool from PuTTY to manage your keys, FileZilla

does recognize Pageant.

QK

‘ Other SFTP options

‘ [[]Enable compression

Classified: RMG — Public




Royal Mail Mailmark® Erscive, 101372020

5. Click the Add keyfile button. The option on the right pane changes.

© © 1L » ThisPC » OSDisk(C) » key v & | | searchkey

Organize +  Mew folder

B Desktop ™ MName Date modified Type

j Downloads — - ;
| D Private_key_e000000.ppk 11/11/2020 13:39 PPK File
% Recent places

1% This PC
_H Desktop
_EI Documents
| Downloads
| Music
|2 Pictures
I Videos
i, 0SDisk (C:)
—w Mew Volume (D:

v[<]

File name: | Private_key_e000000.ppk v| [anfies ¢

o

9. Highlight the public Key file. See how to generate a Public Key section.
10. Click the Open button. The Settings dialog box now lists the added public key.

Select page: Public Key Authentication

= Connection To support public key authentication, FileZilla needs to know the private keys to use.
2 I-—:I'P Private keys:

- Active mode
Passive mode

Filename Comment Data
Cihkey\Private_key_e0000... rsa-key-202011... ssh-rsa 2048 79:f5:07:b6:41:fd: 56:e9:aa: 22

- eneric proxy

[=}- Transfers

- File Types

- File exists action
[=- Interface

- Themes

-- Date/time format
- Filesize format

- File lists | £ I m

- Language

- File editing Add keyfile... | \ Remove key \
Filetype associations Alternatively you can use the Pageant tool from PuTTY to manage your keys, FileZilla
does recognize Pageant.

QK

‘ Other SFTP options

‘ [[]1Enable compression

11. Click the OK button. The Settings dialog box closes and the key is saved.
B
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9. Generating a Public Key

We strongly advise you to contact your system administrator or IT support to complete this task.

1. Start PuttyGen.
2. Click the Generate button.

B2 PuTTY Key Generator ? >
File Key Conyersions Help

Key
Public key for pasting into OpenS5H authorzed_keys file:

82PGyqlFz IWbhteG9qqgx |55V X235 Upy % 5VahiKo Ipgw BB 1MI TFm3cSF wE
d K DugAcnBexn/EP Hy K8pv UdRFS Ttw 5+9Bb 7np YtQ4 30y TPL Yy S+ 7F
rd Tqlx3Ggdk Gyt 2acVR 1afxik T 7orRIMHAZWr 2 Diw 2Ly 24npgCHo 8x TESP 1/G L¥srZ
59aVIZ 80 DwVEaNNSRENgl ke 58+50dp /7 scfsh /21 7ZnBztm Dsmg 7athKuFw==
satey-20201111

Key fingemprint : |55h-rsa 2048 cd:08:07:16:87- 79 8f-99:37:5271.d1:17:37:96

Sre R S

Key passphrase: |

|
Key comment: |rsakey-20201111 |
|
|

Confirm passphrase: |

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(® RSA _JDSA (JECDSA () Ed25515 () 55H-1 (RSA)

Mumber of bits in a generated key:

3. Click the Save private key button. Navigate to where you would like to save the public key.
This key is not to be provided to anyone else.

4. Click the Save public key button. Navigate to where you would like to save the public key.
This key needs to be given to Royal Mail.

5. Send by email the public key to mailmark@royalmail.com

.

Classified: RMG — Public



Issue: 11/11/2020
Royal Mail Mailmark® Effective: 10/12/2020



	Royal Mail Mailmark
	Issued:
	Live:
	Version:
	Royal Mail Mailmark®

